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Abstract

California jurisdictions have an extensive history
of conducting post-election manual tallies of ballot
records; they have performed this type audit since
the 1960s when the use of lever and punchcard vot-
ing technologies became common statewide. We
report findings from studying manual tally proce-
dures in a handful of California counties. Through
a combination of iterative procedure development
and observation of manual tally activities, we de-
signed new procedures that better promote secu-
rity, transparency and efficiency. We have since
generalized these procedures for use in any Cali-
fornia countyE]

1 Introduction

Election auditing works to ensure agreement be-
tween what the voter sees, what the voting system
records and what is counted by back-end tabulation
systems. A key concept in voting system security
and auditability is that of software independence
whereby an “undetected error or fault in the voting
system software is not capable of causing an un-
detectable change in election results.’ﬂ Practically,

*Contact the author at: |joehall@berkeley.edu. This
paper was submitted on 11 April 2008 to the 2008
USENIX/ACCURATE Electronic Voting Technology Work-
shop (EVT’08), accepted on 20 May 2008 and submitted in
final form on 30 June 2008. This paper will be presented at
EVT’08 in San Jose, California (USA) on 28 July 2008; See:
http://www.usenix.org/event/evt08/,

'Due to space limitations, the detailed procedures are pre-
sented in a separate document: Joseph Lorenzo Hall, The
1% Manual Audit in California. UC Berkeley School of
Information, April 2008 (URL: http://josephhall.org/
procedures/ca_tally_procedures-2008.pdf)

“Ronald L. Rivest and John Wack, On the notion of “soft-
ware independence” in voting systems. July 2006 (URL:

this is achieved by testing the voting system before
an election and checking the election results after
the election.

In terms of testing, more than 40 states require
voting systems be federally certified by indepen-
dent laboratories before they can be used in live
elections. These laboratories perform a series of
tests and audits of the software, equipment and
documentation to ensure that a given voting sys-
tem conforms to the federal standards. Some states
have found this process to be lacking and have de-
cided to employ their own experts to further evalu-
ate systemsﬂ

In terms of post-election auditing, the dominant
form of auditing currently in use involves compar-
ing hand-counts of paper audit records with the
electronically-recorded and tabulated resultsf_f] A
small minority of states, only 12, allow voting sys-
tems that do not produce a paper recordE] How-

http://vote.nist.gov/SI-in-voting.pdf).

3Top-To-Bottom Review of California’s Voting Sys-
tems. California Secretary of State, March 2007 (URL:
http://www.sos.ca.gov/elections/elections_vsr.
htm); Patrick McDaniel etal., EVEREST: Evaluation and
Validation of Election-Related Equipment, Standards and
Testing (Academic Final Report). December 2007 (URL:
http://www.sos.state.oh.us/S0S/upload/everest/
14-AcademicFinalEVERESTReport .pdf); Software Re-
views and Security Analyses of Florida Voting Systems.
Florida State University’s Security and Assurance in In-
formation Technology Laboratory, February 2008 (URL:
http://www.sait.fsu.edu/research/evoting/index.
shtml).

4Lawrence Norden etal., Post-Election Audits: Restor-
ing Trust in Elections. Brennan Center for Justice at The
New York University School of Law and The Samuelson
Law, Technology and Public Policy Clinic at the Univer-
sity of California, Berkeley School of Law (Boalt Hall),
2007 (URL: http://www.brennancenter.org/dynamic/
subpages/download_file_50227.pdf).

°The Verified Voting Foundation keeps an up-to-date
list of state paper record laws on its front page (see:
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ever, only a handful of States have provisions that
require routine hand-counts of these records to au-
dit the electronic results. Even amongst the States
that do this type of post-election auditing, they typ-
ically mandate a flat-percentage audit of 1%-20%
of precincts, machines or election districts, ran-
domly chosen. The state-of-the-art in post-election
auditing, in practice, involves tuning the size of the
audit to a desired level of confidence (or statistical
significance) while taking into account the size of
the units being audited and the margins of contests
on the ballotﬁ This type of “tuned” audit can help
to ensure that jurisdictions do not needlessly waste
time and effort. In the context of this article, audits
based on statistical confidence will simply mean
more or less hand counting.

2 Background and Motivation

2.1 The Manual Tally Process in Califor-
nia

California has been performing post-election man-
ual tallies for over 43 yearsE] At that time in the
early 1960s, punchcard voting equipment, after
lever machines, had become the next major vot-
ing technology. The type of punchcard that was
best suited for large jurisdictions, like Los Ange-

http://www.verifiedvoting.org/). Many researchers
believe that paper is currently the only feasible form of
such an audit record, while others advocate for “end-
to-end” verification systems or take issue with the lack
of verifiability of most paper-based systems for peo-
ple with disabilities. See: Ben Adida and C. Andrew
Neff, Ballot Casting Assurance. USENIX/ACCURATE
Electronic Voting Technology 2006 (EVT’06) Work-
shop, 2006 (URL: |http://www.usenix.org/events/
evt06/tech/full_papers/adida/adida.pdf); Daniel
Tokaji, The Paperless Chase: Electronic Voting and Demo-
cratic Values. Fordham Law Review, 57 2005 (URL:
http://ssrn.com/abstract=594444)

SPhilip B. Stark, Conservative Statistical Post-
Election Audits (in press). The Annals of Applied Statis-
tics, 2008 (URL: |http://www.stat.berkeley.edu/
~stark/Preprints/conservativeElectionAudits07.
pdf); Javed A. Aslam, Raluca A. Popa and Ronald L. Rivest,
On Auditing Elections When Precincts Have Different
Sizes. USENIX/ACCURATE Electronic Voting Technology
Workshop 2008 July 2008.

7California’s 1% manual tally was introduced in 1965.
See: California Statutes 1965, c. 2040, p. 4659, Sec. 1.

les County, maximized the number of ballot posi-
tions per ballot; these punchcards had no candidate
or choice names printed on the face of the punch-
card. The new “automatic manual recount” pro-
cess would serve as a check on the punchcard tab-
ulation machinery in order to ensure that the bal-
lot position number on the paper punchcard corre-
sponded to the correct candidate in the tabulation
program In fact, while the emphasis in current
law is that the manual tally is not a recount (vote to-
tals do not change in the tally but do in a recount),
the original provision called for a “public manual
recount” of ballots in 1% of precincts or no fewer
than 6 precincts [’

California law specifies very little directly about
the conduct of the manual tally. The legal defini-
tion of the “one percent manual tally” is:

[The] “One percent manual tally” is the
public process of manually tallying votes
in 1 percent of the precincts, selected at
random by the elections official, and in
one precinct for each race not included
in the randomly selected precincts. This
procedure is conducted during the offi-
cial canvass to verify the accuracy of the
automated count[["]

For electronic voting systems, the law consid-
ers the voter-verified paper audit trail (VVPAT)
the record of the vote for tallying purposes and
the VVPAT governs if there is a discrepancy be-
tween the electronic and paper recordsE] Finally,
Sec. 15360 of the California’s Election code spec-
ifies a number of high-level requirements for the
tally:

8Saltman provides interesting cases of historical punch-
card mishaps. See: Roy G. Saltman, Effective Use of
Computing Technology in Vote-Tallying. National Bureau of
Standards, March 1975 (URL: http://csrc.nist.gov/
publications/nistpubs/NBS_SP_500-30.pdf)

“Note that the current manual tally statute, CA Elec. Code
Sec. 15360, was consolidated from a number of historical
statutes. See: Former Sec. 15645, enacted by CA Stats. 1994,
c. 920, Sec. 2, (derived from: former Sec. 15281 (added by
CA Stats. 1976, c. 246, Sec. 3), former Sec. 15417 (added
by CA Stats. 1965, c. 2040, p. 4659, Sec. 1), and former
Sec. 17190 (added by CA Stats. 1978, c. 847, Sec. 5, amended
by CA Stats. 1986, c. 1277, Sec. 14.).

10CA Elec. Code Sec. 336.5.

'1CA Elec. Code Sec. 19253(b)(2).


http://www.verifiedvoting.org/
http://www.usenix.org/events/evt06/tech/full_papers/adida/adida.pdf
http://www.usenix.org/events/evt06/tech/full_papers/adida/adida.pdf
http://ssrn.com/abstract=594444
http://www.stat.berkeley.edu/~stark/Preprints/conservativeElectionAudits07.pdf
http://www.stat.berkeley.edu/~stark/Preprints/conservativeElectionAudits07.pdf
http://www.stat.berkeley.edu/~stark/Preprints/conservativeElectionAudits07.pdf
http://csrc.nist.gov/publications/nistpubs/NBS_SP_500-30.pdf
http://csrc.nist.gov/publications/nistpubs/NBS_SP_500-30.pdf

e [t is conducted over all races in 1% of
precincts (or at least one precinct), randomly
chosen.

e For races not chosen in the 1% selection,
election officials must choose, not necessarily
randomly, 1 additional precinct for that race
and are required to tally only that race.

e It must include vote-by-mail (VBM) and
early voting ballots.

e The elections official must use either a ran-
dom number generator or a selection method
specified in regulations by the Secretary of
State.

o The tally is a public process and election offi-
cials must provide a minimum five-day public
notice.

e The elections official must issue a report as
part of its certification of the official canvass
that identifies any discrepancies found and
that includes a description of how they were
resolved.

In addition to these legal requirements, the Califor-
nia Secretary of State, under her authority as chief
election official of California, has imposed addi-
tional requirements including escalating the size of
the audit and increasing scrutiny of certain types
of voting systems. These additional requirements
are a result of the California Secretary of State’s
Top-To-Bottom Review (TTBR) of Voting Sys-
tems and the Post-Election Audit Standards Work-
ing GroupE]

In practice, the hand-counting method used by
counties in California seems very similar. The typ-
ical tally team uses four people consisting of two
talliers, one caller and one witness:

12California Top-To-Bottom Review (as in n. ; David
Jefferson etal.,, Evaluation of Audit Sampling Models
and Options for Strengthening California’s Manual
Count. California Secretary of State, July 2007 (URL:
http://www.sos.ca.gov/elections/peas/final_
peaswg_report .pdf); Post-Election Manual Tally Require-
ments. California Secretary of State, October 2007 (URL:
http://www.sos.ca.gov/elections/voting_systems/
ttbr/post_election_req.pdf).

e The caller speaks aloud the choice on
the ballot for the race being tallied
(e.g., “Yes...Yes...Yes...” or “Lin-
coln...Lincoln...Lincoln...”).

e The witness observes each ballot to ensure
that the spoken vote corresponded to what
was on the ballot and also collates ballots in
cross-stacks of ten ballots.

e Each tallier records the tally by crossing out
numbers on a tally sheet to keep track of the

vote tally

Talliers announce the tally at each multiple of ten
(“107, “207, etc.) so that they can roll-back the
tally if the two talliers get out of sync

2.2 Motivation

This type of post-election audit—the manual tally
of paper records against results in the elec-
tion database—has become increasingly important
now that many states have adopted requirements
that voting systems produce independent paper
records. Such records do not serve their role as an
audit trail if the records are not routinely examined
as part of an auditE]

13See n. for examples of blank tally sheets.

14We are not certain why these counties had such similar
counting methods. Upon asking, for example, about the size
and make-up of tally teams, election officials tended to re-
spond that this is how they have counted in the past. One
hint to this particular question came when we observed one
county, Alameda County, using three-member tally teams in-
stead of the more-standard four-member teams. Upon ques-
tioning, the county said that the election code did not require
them to use four-member teams for the manual tally. This
is correct; the election code does not contain much detail
about specific procedures for manual tallying. Where might
Alameda have thought that the election code speaks at all
about, for example, the structure of a tally team? CA Elec.
Code 15102 does specity, in a section titled Vote By Mail Pro-
cessing, that hand tallying of vote by mail ballots shall be
done by a team of four people:

When the tally is done by hand, there shall be no
less than four persons for each office or proposi-
tion to be counted. One shall read from the ballot,
the second shall keep watch for any error or im-
proper vote, and the other two shall keep the tally.

150f course, voters must actually check that the con-
tents of the paper record match their intent and what is
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In California, there have been problems in the
past due to underspecification in existing legisla-
tion. While a catalog of such deficiencies due to
regulatory underspecification is beyond the scope
of this work, we provide a few illustrative exam-
ples. For example, only recently did the manual
tally law explicitly specify that VBM ballots be
included. With many counties in California now
reporting 40-50% of ballots cast as VBM ballots,
this had meant that a large fraction of cast ballots
went unaudited. Also, the law only recently spec-
ified a method for random selection of precincts
to be manually talliedE] Jurisdictions have in the
past used, and continue to use, opaque methods of
generating pseudorandom numbers—such as via
software provided by the voting system vendor for
this purpose—instead of publicly verifiable meth-
ods like those described by Cordero et. al

In addition to the underspecification alluded to
above, there are other serious constraints related
to timing and resources imposed upon jurisdictions
that affect their manual tally. The most significant
constraint is due to the time period in which the
manual tally must be completed. California law
specifies that the canvass, which includes the man-
ual tally, must be complete 28 calendar days after
the election For smaller jurisdictions that do not

displayed on the voting system screen. Recent evidence
suggests that few voters do this. See: Sarah P. Everett,
The Usability of Electronic Voting Machines and How Votes
Can Be Changed Without Detection. Rice University PhD
Thesis, May 2007 (URL: http://chil.rice.edu/alumni/
petersos/EverettDissertation.pdf). This concern does
not apply to technologies where voters directly-mark the pa-
per record, such as optical scanners.

16Note that this election law (CA Elec. Code Sec. 15360(c))
now specifies that election officials must use a “random num-
ber generator or other method” from regulations adopted by
the Secretary of State. This means that there is no prohibition
on computer-generated pseudorandom numbers, as we would
prefer.

7Arel Cordero, David Wagner and David Dill, The
Role of Dice in Election Audits—Extended Abstract.
TIAVoSS Workshop on Trustworthy Elections 2006 (WOTE
2006), June 2006 (URL: http://www.cs.berkeley.edu/
~daw/papers/dice-wote06.pdf). But compare with:
Joseph A. Calandrino, J. Alex Halderman and Edward W.
Felten, In Defense of Pseudorandom Sample Selection.
USENIX/ACCURATE Electronic Voting Technology Work-
shop 2008 July 2008.

18CA Elec. Code Sec. 15372.

have to count many ballots, the timing of the man-
ual tally can occur promptly after election day. For
very large counties, such as Los Angeles County,
the manual tally process can take weeks. This is a
serious constraint because, as we explain later, the
integrity of the audit critically depends on all initial
counting being complete before the tally begins;
otherwise, the numbers being audited will change
during the audit. Performing a high-quality audit
also depends on resource constraints such as a ju-
risdiction’s budget and available staff and space.

As our goal was initially to increase the security
and transparency of the manual tally process, we
recognized that our efforts would exacerbate these
tensions. Our new procedures needed to be opti-
mized, in a sense, to take advantage of possible ef-
ficiencies where election officials could save time
and resources.

3 Methodology

In order to develop improved post-election audit
procedures that could be used by California coun-
ties, we chose a non-standard and somewhat ex-
ploratory methodology. We go in more detail be-
low, but essentially we did the following:

e We examined the manual tally procedures for
a few California jurisdictions interested in im-
proving their procedures.

e We developed an initial set of improved pro-
cedures through a series of iterative meet-
ings with one such jurisdiction, San Mateo
County.

e This jurisdiction then incorporated our im-
provements into their own procedures and
used them in actual elections.

e We observed our collaboratively-generated
procedures in action and noted deviations,
improvisations and new issues that came to
light only during an actual tally. We also ob-
served the manual tally in a few other coun-
ties with which we have had only limited con-
tact, Alameda County and Marin County, and
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worked closely with a fourth county, Yolo
Countyp;q]

e Finally, we generalized the improved set of
procedures into one set of procedures that can
be used by any California county.

We have been fortunate enough to collaborate
with a number of election officials to improve
their audit processes. Over the past year, we have
worked closely in a larger multidisciplinary tea
with election officials in California’s Alameda
County, Marin County, San Mateo County and
Yolo County.

These counties were interested, to different ex-
tents, in incorporating academic input about secu-
rity and auditability into their post-election pro-
cess. Our interaction with some of these counties
was more indirect in some cases, when the county
was interested in academic input on specific ele-
ments of their manual tally proceduresEfI

We decided to collaboratively redesign of the
post-election audit procedures for one county, San
Mateo. San Mateo County was willing to work
closely with us to re-evaluate their procedures, was
a fairly large county and was located close to our
home institution. Our multidisciplinary team met
with the election officials and staff of San Mateo
over the Fall of 2006 and Spring of 2007 and this
author observed the random selection and manual

19We met twice with Yolo county to discuss how what
we were learning would apply to Yolo, a much smaller
county. This author did not have the opportunity to ob-
serve the manual tally in Yolo County, although we bene-
fited from the observations of collaborators. David Wag-
ner, Thoughts on the Nov 16, 2006 1% Manual Tally in
Yolo County. UC Berkeley Department of Computer Science,
November 2006 (URL: http://www.yoloelections.org/
news/snews/reactions.pdf).

“YHall, The 1% Manual Audit in California (as in n. .

210thers involved in this work include David Dill (Stan-
ford Computer Science), David Wagner (UC Berkeley Com-
puter Science), Arel Cordero (UC Berkeley Computer Sci-
ence), Aaron Burstein (UC Berkeley Law) and Kim Alexan-
der (California Voter Foundation).

22For example, Alameda County worked with Arel
Cordero, David Wagner, David Dill and members of their
public advisory committee to design a random selection pro-
cess using a tumbler with numbered ping-pong balls. We pro-
vided a research memo describing how imperfections in their
random selection process resulted in non-uniform random se-
lection. We describe this case in Section@

tally processes over a number of election cycles
and developed the written procedures.

Our aim was to have a rich, iterative interac-
tion where researchers learned about the issues in-
volved in running elections and election officials
learned about security, transparency and auditabil-
ity while we both worked to align our two sets of
expertise into concrete election procedures. As our
collaboration progressed, our research team was
able to highlight what we felt were the best prac-
tices in election auditing, from a scientific and pol-
icy perspective. In late Fall 2006, we drafted a
first set of post-election audit procedures specific
to San Mateo County that we modified as a group.
These audit procedures were used as a model by
San Mateo in the post-election audits of their 2006
and 2007 elections =

4 Findings

We were able to make a number of improvements
to the procedures in terms of security, transparency
and efficiency.

4.1 Security

The manual tally serves multiple security-relevant
roles: as an audit process, a deterrent process and
a tamper-evidence process. Given the heightened
attention to security in elections in recent years,
election officials are eager to learn about threats,
possible attacks and mechanisms to neutralize ex-
ploitable opportunities that could allow subverting
the elections process. We recommended a number
of security-based improvements to existing proce-
dures and subsequently observed other security-
critical behavior that could be improved.

Timing of random selection and tally: Since
the purpose of the tally is to compare two sets of
independent vote counts, the random selection and
manual tally must take place after the count has

23Joseph Lorenzo Hall, The 1% Manual Audit in Califor-
nia: Proposed Procedures and Rationale. November 2006
(URL: http://www.josephhall.org/papers/manual_|
audit_procedures-final.pdf); Rebekah Gordon, Elec-
tions Office gets tips from experts. San Mateo County Times,
November 2006 (URL: http://www.shapethefuture.
org/press/2006/insidebayareacom113006.asp).
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been completed. That is, a given ballot type can-
not be audited until all the ballots of those type
are countedFE] From a security perspective, attack-
ers should not be able to predict which precincts
will be audited while they still have an opportu-
nity to influence vote totals. There is evidence that
many jurisdictions perform their random selection
very soon after election day, before they could pos-
sibly have completed counting VBM and provi-
sional ballotsE] Unfortunately, for very large ju-
risdictions like Los Angeles, it is not possible to
wait until counting is completed before commenc-
ing the selection and tally; the tally process would
take longer than the time permitted for the canvass.
One possible solution for very large jurisdictions is
to treat each ballot type as a sampling stratum in a
stratified sampling regime

Timing of retrieval of tally materials: Related
to this last point is the preservation of the chain of
custody for the audit materials once the selection
is finished. As soon as the audited precincts have
been chosen, the ballot materials to be audited be-
come particularly sensitive. A window of oppor-
tunity exists here during which attackers who have
tampered with the electronic count could avoid de-
tection by manipulating the audit trail. It is impor-
tant to minimize the amount of time between the
selection and tally and particularly to protect sen-
sitive ballot materials used in the audit.

24By “ballot types” we mean ballots cast using a distinct
type of voting technology such as in-precinct optical scan bal-
lots, DRE ballots, paper-based provisional ballots, etc.

ZThe Secretary of State has published manual tally
reports that show many counties performing random se-
lection very soon after election day. County Manual
Tally Reports. April 2008 (URL: |http://www.sos.ca.
gov/elections/manual_count_reports .htm> In one
case, a county seems to have even performed the selec-
tion before election day (February 5, 2008). Summary
Information—Post-Election Manual Tally. County of Fresno
County Clerk / Registrar of Voters, March 2008 (URL:
http://www.sos.ca.gov/elections/county_manual_
count_reports/Fresno/Fresno.pdf)

“This allows beginning the manual tally for ballot types
where counting is completed before all ballot types are
counted. In February 2008, we participated with Philip Stark
(UC Berkeley Statistics) and Elaine Ginnold (Marin County
Registrar of Voters) in the first statistical confidence-based au-
dit of an election. In this pilot, each ballot type was sampled
in separate strata so that the tally could begin for ballots where
counting was completed.

The feasibility of collecting audit materials
quickly depends on the size of the county. No-
tably, it was difficult for San Mateo, a relatively
large county, to initially comply with this recom-
mendation as different ballot materials needed for
the tally were stored in physically separated ware-
houses across the county. They have since been
able to store all materials on site for the selec-
tion and tally at their main warehouse. In con-
trast, Marin, a smaller county, stores such materials
on-site. The time between the selection and tally
for both of these counties is now very brief, about
one hour. However, in Alameda, another large
county about twice the size of San Mateo, three
days elapsed between their selection and tally, con-
siderably widening the window of opportunity for
tampering with audit trail materials.

Seal verification: Election officials have to
pay increasing attention to tamper-evident secu-
rity seals due to studies that have shown physi-
cal access to voting systems can be an important
prerequisite for exploiting serious vulnerabilities.
Of course, the importance of maintaining the in-
tegrity of this seal-based custody chain does not
disappear after election day. We observed incon-
sistent attention to seal verification during the man-
ual tally. While one jurisdiction placed appropriate
weight on seal verification, others performed more
casual verification to assess that the seal was not
broken (but without verifying the serial number on
the seal). Attention to seal verification and seal in-
tegrity is a critical step for detecting tampering.

Blind counting: To eliminate the possibility of
conscious or unconscious influence on the tally by
the tally team, the team should operate under blind
counting rules. That is, the tally team will con-
duct the tally without knowing the ballot totals for
the tallied precinct. When the tally is complete for
a particular ballot type in one precinct, a supervi-
sor compares their totals to those from the election
management system (EMS) database. If the totals
do not reconcile, the tally team must count the bal-
lots again to make sure there was not a counting

mistake

2TWhen counting optical scan ballots—where the ballot
marking can be less definitive—we observed that it helped
to relax the blind counting requirements after two discrepant
tallies. This allowed the talliers to try and determine which
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While observing, we noted some issues with
blind counting and observers’ interaction with tally
team members. To support transparency, as we
note below, observers must have a copy of the elec-
tronic results for the precinct being audited. In one
case, however, an observer told the tally team the
correct electronic tally result when the hand tally
was incorrect. This was a violation of two pro-
cedural rules: observers are forbidden to interact
directly with tally teams and the tally must pro-
ceed under a blind counting protocol. To prevent
this, observers must be reminded explicitly about
the rules of engagement between observers and the
tally team and about the importance of conducting
a blind count.

Problems with randomness: We observed how
slight changes in the random selection method re-
sulted in imperfect randomness.

In San Mateo county, an observer who rolled a
set of three ten-sided dice mis-read the roll as be-
ing invalid; that is, not corresponding to a valid
precinct. Despite the rolled digits in fact being
valid, this observer immediately picked up the dice
and re-rolled them, effectively ruining that roll.
From a security perspective, one could imagine at-
tackers might take advantage of such a situation to
ensure that certain precincts are not chosen. In this
case, the presiding election official had to explic-
itly reiterate that observers must not pick up the
dice unless directed to by an elections official.

In another case, the county followed their selec-
tion protocol perfectly but the protocol itself was
flawed. Alameda County performs random selec-
tion of precincts using a rotating hopper and a set
of 10 ping-pong balls with the digits 0-9 written on
them. An election official draws a ping pong ball
from the hopper and this digit serves as the ones
place of a random number. Balls are drawn, cor-
responding to successive digits, until the random
number chosen corresponds to a number between
one and approximately 1200 (there are ~ 1200
precincts in Alameda). One quirk in this selec-
tion method results in imperfect randomness: only
when the hundreds place digit is 0, 1 or 2 do they
draw a fourth digit. This results in non-uniform

ballot had been read (or not read) by the machine but not seen
(or seen) as a valid vote by the talliers.

random selection. Because any random number
where the hundreds place is larger than 2 can cor-
respond to only precincts numbered from approx-
imately 300-999, this ultimately results in those
precincts being chosen with twice the probability
of the remaining precincts. Upon inquiring about
this with Alameda, we were told that the original
method devised to select random numbers required
starting with the thousands digit and starting over
from scratch when the result would have been an
invalid precinct number. We have recommended
to Alameda county that they return to discarding
invalid random numbers entirely rather than con-
ditionally discarding specific digits. We highlight
this case along with two illustrative solutions in a
separate research memorandum

This highlights a compelling finding for pro-
cedural research: certain procedures, especially
those related to technical security matters, are very
sensitive to changes in the protocol. Small changes
to procedures may seem trivial to those not famil-
iar with the technical background but could have
severe consequences. In order to avoid these kinds
of imperfections, experts and observers with do-
main knowledge need to be involved when proce-
dures change. In the longer term, it makes sense
for these types of sensitive procedures to be spec-
ified in law or regulation so that such deviance is
minimized.

Tallying and reporting appropriate records:
Tallying the proper records of the vote as well as
reporting meaningful data about the tally are crit-
ical security-relevant aspects of tally audits. Pre-
vious security work has emphasized that keeping
track of data such as undervotes, overvotes and
spoiled ballots/VVPATSs can serve to aid detec-
tion of particularly subtle dynamic attacks. For
example, a dynamic attack that misprints VVPAT
records could be detected during an audit via
an unusual amount of spoiled VVPAT recordsEg]

ZJoseph Lorenzo Hall, Research Memorandum: On
Improving the Uniformity of Randomness with Alameda
County’s Random Selection Process. UC Berkeley School of
Information, March 2008 (URL: http://josephhall.org/
papers/alarand_memo.pdf). Note: we did not discover this
independently; two public observers, Meg Holmberg and Tim
Erickson, brought this to our attention.

2Lawrence Norden and Eric Lazarus, The Machin-
ery of Democracy: Protecting Elections in an Electronic
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http://josephhall.org/papers/alarand_memo.pdf

Election officials must track these numbers by
hand-counting undervotes, overvotes and spoiled
ballots as part of the manual tally. Counties do
this inconsistently now, but new reporting require-
ments for the 1% manual tally require counties to
report this information to the Secretary of State. To
support collection of this data, we assisted the Sec-
retary of State in designing a reporting instrument
that includes reporting, among other data, quanti-
ties of overvotes, undervotes and spoiled ballots[*"]

We observed that one county did not appear to
be counting the actual paper records but the totals
tapesE-] At least, the method that they used to per-
form their tally of VVPAT records was very differ-
ent from the other counties. The tally must be over
the records verified by the voter or the necessary
confirmation of voter intent is never possible and
opportunities for mischief and/or error increase.
Like other counties we observed, this particular
county started by cutting VVPAT records off of the
VVPAT roll. However, they immediately placed
the cut VVPATs into manila folders and began
cutting up the totals tape, race-by-race, for each
VVPAT roll. The tally proceeded by the caller call-
ing out phrases like, “McCain, 0...Obama, 0...";
that is, instead of calling out votes off of individual
VVPATsS, the caller appeared to be reading totals
off of the totals tape. When we asked election offi-
cials about this, they stated that they were “count-
ing individual votes and not just the summary”. In
addition to the security-related concern that voters
do not verify the totals tape information the law is
very specific that the VVPAT must be used for the
manual countP?] We have been unable to confirm

World: Brennan Center Task Force on Voting System Se-
curity. Brennan Center for Justice at NYU School of Law,
2006 (URL: |http://www.brennancenter.org/dynamic/
subpages/download_file_39288 .pdf).

YKim Alexander (California Voting Foundation), Philip
Stark (UC Berkeley Statistics) and myself assisted the Office
of the California Secretary of State in developing the report-
ing instrument: Post-Election Manual Tally Log: Suggested
Instructions for Post-Election Manual Tally Requirements
(CCROV-08048). California Secretary of State, 2008 (URL:
http://josephhall.org/ccrov/CCROV-08048.pdf)

J'We have been unable to confirm with this particular
county how they count VVPAT records.

32CA Elec. Code Sec. 19253(b)(1) which says, in part,
“The voter verified paper audit trail shall be considered the
official paper audit record and shall be used for the required

what we observed ]

Resistance to insider modification of voted
ballots: We observed inconsistent attention to in-
sider attacks on voted ballots during the tally pro-
cess. When we did see provisions meant to miti-
gate certain types of insider attacks, we were often
surprised by their existence. For example, each of
the counties we observed had tally teams use pencil
for marking tally documents. We found this puz-
zling as this permitted talliers to erase marks in-
stead of the more standard accounting process for
correcting mistakes: crossing out errors and initial-
ing corrections When we inquired about this,
officials responded with an obvious security-based
answer: pens could be used to indelibly change
voted ballots. In fact, San Mateo’s procedures in-
cluded a prohibition on any indelible marking de-
vice in the tally area. While we were surprised
by this particular case, there did not seem to be
more systematic attention to insider threats to the
tally process. Obviously, as is the theme of this
work, exhaustive attention to insider threats will
undoubtedly conflict with other constraints and
priorities. Research examining insider threats to
election office activity is a promising area for fu-
ture work.

4.2 Transparency

As we have stressed in previous Work,ﬁ] electoral
transparency requires supporting access, over-
sight, accountability and comprehensibility of

1-percent manual tally [...]".

33For example, one explanation is that there were very few
ballots cast on the VVPAT rolls we observed. In that case,
most of the candidates on the ballot would have zero votes.
Tallying would entail a brief tally of any candidates that do
have votes with a lengthy tally of zero votes for each of the
remaining candidates. Without pre-filled tally sheets, the task
of tallying votes on VVPAT records becomes more a task of
confirming the lack of votes.

34For example, we observed a tallier in Alameda eras-
ing tally marks after they had to retally a specific candi-
date. See: http://www.flickr.com/photos/joebeone/
2295569830/sizes/1/.

F>Joseph Lorenzo Hall, Transparency and Access to
Source Code in Electronic Voting. USENIX/ACCURATE
Electronic Voting Technology Workshop 2006,  June
2006 (URL: https://www.usenix.org/events/evt06/
tech/full_papers/hall/hall.pdf).
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election processes. In terms of access and over-
sight, procedural improvements that impact trans-
parency relate mostly to to publication of notice,
procedures and data so that members of the pub-
lic can observe the process in an informed manner
and perform their own calculations, if necessary.
In terms of accountability and comprehensibility,
we found it was important to have clear lines of
communication for asking questions or alerting of-
ficials to procedural anomalies.

Public notice: Observers wishing to witness the
manual count need to have public notice of the
time and location of the tally process. When we
began this work, it was difficult to know when and
where a given jurisdiction’s manual tally would be
conducted. With a recent addition to the manual
tally law, a minimum of 5-day public notice is now
required@ This has largely alleviated such frustra-
tions and we have been able to find such notice for
the jurisdictions that we have wanted to observe.
However, in addition to traditional means of post-
ing notice, like newspaper advertisements, we rec-
ommend wide, varied posting of such notice, such
as on the jurisdiction’s web site, via press release
or op-ed in local community publications.

Procedures publication: Along with knowing
when and where the tally will take place, observers
will need information about the tally procedures
themselves as well as any observer guidelines.
Observers might not be familiar with the intrica-
cies of the tally procedure and should be provided
with a document that summarizes the process and
then goes into detail about how the tally is con-
ducted. The few written tally procedures we have
seen, from the counties we observed, range from
very detailed to providing a high-level overview
Also, observers may be unfamiliar with how they
should behave while observing the tally, as was the

35CA Elec. Code Sec. 15360(d).

310ne Percent Manual Recount Procedures. San Mateo
County Clerk Assessor Recorder Elections, December 2007
(URL: |http://josephhall.org/procedures/sanmateo_
tally_procedure_122007.pdf); Procedures for One Per-
cent Manual Tally. Marin County Registrar of Voters, Febru-
ary 2008 (URL: http://josephhall.org/procedures/
marin_tally_procedure_022008.pdf); Process Overview
of the 1% Manual Tally. Alameda County Registrar of
Voters, February 2008 (URL: http://josephhall.org/
procedures/alameda_tally_procedure_022008.pdf).

case mentioned above where an observer inadver-
tently broke the blind counting rule (see f.1)). We
encountered this ourselves in San Mateo when we
were told that no discussion is allowed amongst
observers during the tally process per their ob-
server guidelines. San Mateo seems to have the
best practice here in terms of providing observa-
tion guidelines for all observable events in a typical

election cycle

Data publication: In addition to procedural in-
formation, observers need be provided with vari-
ous data. For the random selection, observers need
a hardcopy (or read-only copy) of the mapping be-
tween possible random numbers to precinct iden-
tifiersP? This allows observers of the random se-
lection to verify that the selected number indeed
corresponds to the correct precinct identifier. In
our observations, these materials were made avail-
able to observers in Alameda and Marin but not
in San Mateo. San Mateo instead had the map-
ping spreadsheets on a laptop—decidedly not read-
only—and would turn the laptop towards observers
so that they could verify the selection@

For the tally, observers should have hardcopy (or
read-only) copies of the unofficial statement of the
vote as well as the detailed precinct results reports
for each selected precinct. We have recommended
that jurisdictions provide the statement of the vote
during the random selection process so that the ju-
risdiction “commits to” or “vouches for” the vote
totals before any precinct is selected. Observers

38 Election Observer Handbook. San Mateo County Clerk
Assessor Recorder Elections, February 2008 (URL: http:
//josephhall.org/procedures/sanmateo_obsprocs_
022008.pdf) In addition, the California Secretary of State
requires counties to publish an Election Observation Panel
Plan (see: |http://www.sos.ca.gov/elections/eop.htm)
and the California Election Code imposes certain require-
ments to facilitate public observation in certain cases. See
CA Elec. Code Sec. 15104.

We call this hardcopy mapping a Master Selection
Spreadsheet. Recall that once the 1% selection is complete,
additional selection may be necessary as there may be races
for which no precinct was selected for auditing. If a jurisdic-
tion has decided to follow best practice, rather than the letter
of the law, and select precincts randomly for these additional
races, they will need to provide similar mapping spreadsheets
for each race in the election (we call these Contest Selection
Spreadsheets).

40See the image linked in n.
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need detailed precinct reports wile observing so
that they can confirm the tally totals in the same
manner as the tally supervisor confirms each tally
team’s manual count results. Again, these materi-
als were available in Alameda and Marin counties
but were not present in San Mateo.

Clear lines of communication: Observers need
effective lines of communication for asking ques-
tions in a timely manner and also escalating issues
that they feel are contrary to written procedures
or otherwise anomalous. During our observations,
we were able to easily ask questions of even the
most senior elections personnel. We consistently
received thoughtful and considerate responses to
our queries and concerns. This notion of trans-
parency seems to be something that counties sup-
port well already.

4.3 Efficiency

Efficiency—that is, minimizing waste during the
tally in terms of time and resources—was a ma-
jor concern during this work. We approached this
research project knowing that we could not sim-
ply make demands of election officials in terms
of security and transparency and expect them to
adopt our ideas without question. Accordingly, we
felt that we should work equally as hard at giving
something back. During our initial conversations
with elections officials, it became clear that rec-
ommending steps that could make their processes
more efficient would be greatly appreciated.

The manual tally, as we have mentioned above,
can be problematic in terms of time, space and
staff. The tally is a time- and resource-intensive ef-
fort that requires a significant amount of work from
election staff (and/or temporary employees) during
a crucial time in which these staff could be assist-
ing with other canvass-related activities. Most of
the recommendations we have made in terms of
efficiency relate to time efficiencies; that is, if we
could find a way to do a task in less time, it would
free up staff and other resources.

Randomness can be inefficient: Often our pre-
ferred methods of publicly-verifiable random se-
lection can be inefficient. For example, in San
Mateo during the random selections in Novem-
ber 2006 and 2007, using 10-sided dice to select

the 1% sample went fairly quickly but selecting
precincts for races not included in the 1% sample
took a considerable amount of time—on the order
of an hour—due to the high frequency of invalid
rolls. During these selection events with many
misrolls, we found ourselves (observers and elec-
tion officials) making up rules as we went along.
For example, if there were two precincts to choose
from, we would roll one die and specify that even
numbers corresponded to one precinct and odds to
the other. But this ad-hoc rule creation was trou-
bling and became difficult to do easily on-the-fly
with larger numbers of precincts. Among the rec-
ommendations of Cordero et. al, they advised “bin-
ning” random numbers into equal sized bins to in-
crease the frequency of valid rolls We created a
web-accessible script written in PHP to do this for
an arbitrarily-large jurisdiction with an arbitrary
number of 10-sided dice@ This script does one
thing: given a number of precincts to choose from
and a number of 10-sided dice, it calculates the
appropriate binning to minimize the frequency of
misrolls (it also displays the bin mapping in a for-
mat that is easy for election staff to cut-and-paste
into a spreadsheet program). San Mateo county
used this script for their random selection in the
manual tally for their February 2008 election and
considerably shortened the time it took to do the
selection as well as streamlined the process
Vote results reports should be fine-grained:
In some cases, the vendors’” EMSs will not report
machine-specific results within a precinct. Unfor-
tunately, this often means that a manual tally of,
say, four to five VVPAT rolls for a given precinct
can be compared only with aggregate precinct to-
tals, instead of on a machine-by-machine basis.
Considering that we observed that it might take
one tally team of four people over 4 hours to tally
one full VVPAT roll, finding a discrepancy after all
that effort is ineffective and inefficient; if there is
a discrepancy, the EMS report contains no infor-

41Cordero, Wagner and Dill (as in n. .

42Joseph Lorenzo Hall, Dice Binning Calculator for
Post-Election Audits. March 2008 (URL: http://www.
josephhall.org/dicebins.php).

#To see our dicebins.php calculator “in action” in San
Mateo, see: http://www.flickr.com/photos/joebeone/
2293490290/s1izes/1/.
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mation that would be helpful in locating on which
VVPAT roll the discrepancy might be contained.
This was the case in San Mateo which uses Hart
InterCivic voting systems; each precinct had 4-5
VVPAT rolls but the Hart system only reports re-
sults at the precinct level. This can result, due
to blind counting rules mentioned above, in the
tally team having to redo the tally for each of that
precinct’s VVPAT rolls. If the EMS had reported
vote totals for each machine in the precinct, the
tally team would have instead had to retally a small
number of VVPAT rolls[]

State-of-the-art auditing methodologies can also
place distinct requirements on voting systems. For
example, statistically conservative audit scheme
start with a flat percentage audit, then require the
auditor to calculate a statistical confidence value
and, if needed, increase the sample size of the au-
dit. However, some vendors’ EMSs will produce
meaningful results only in PDF format, a format
useful for presentation of information but not use-
ful for computation. To quickly calculate a statis-
tical quantity with data from hundreds of precincts
in such an unusable format would require an army
of transcribers. If EMSs had the capability to out-
put vote totals in an open, machine-readable and
machine-processable format, such as the OASIS
standard Election Markup Languagethey would
better support more sophisticated forms of election
audits.

Adverse effects of good team demeanor: We
observed subtle effects of tally team members be-
coming gradually more comfortable with one an-
other. We noticed that, quite naturally, the mem-
bers of a tally team tended to get progressively
more comfortable with each other as tallying pro-
gressed and increasingly reluctant to assert certain
conflicting aspects of their tally team roles It

4We observed one team quickly recounting stacks of bal-
lots to make sure that they arrived at the result they got with
the slower tally process. This might have been developed in
response to having to retally an entire precinct.

43Stark (as in n. [6])

46See: |http://www.oasis-open.orq/committees/tc
home.php?wg_abbrev=election|

4'We note that, in one exceptional case, one tally team
member was a supervisor working in the local elections de-
partment. We found the interaction between this tally team
member and the other members of the team to be particularly
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is natural for a working group to converge, so-
cially or otherwise, on a more comfortable work-
ing state, but often it seemed that objections were
self-silenced to avoid derailing or slowing down
the tally. However, this posed a few unique prob-
lems. We noted that occasionally, a tallier would
either forget to call out on every multiple-of-ten
vote or call out earlier than another tallier. More
often than not, this was dealt with informally rather
than with a more formal procedure of backing
up ten votes and redoing the tally to this point.
We also noted that the witness would occasionally
question the vote determination made by the caller
or mis-stack ballots into a stack of 9 ballots. These
hiccups were also often dealt with informally in-
stead of with a more formal challenge procedure
for questioning the determination of a caller or
rolling back the count to correct for mis-stacking.
To help solve this problem, tally team training
should emphasize that that talliers must feel com-
fortable stopping the process at any point for clar-
ification or to question a determination made by
other team members.

Using pre-filled tally sheets: A big time saver
observed in Marin County’s tally was the use of
pre-printed tally sheets. In other jurisdictions such
as Alameda and San Mateo, tally teams had to fill
out generic tally sheets by hand for the precinct
they were tallying@ In a primary election with
many candidates and many races, this can take a
significant amount of time; e.g., in San Mateo,
we observed that this took about one hour or 20
person—hours@ In contrast, Marin used a digital

different from other teams. We were uncertain if the other
team members were directly supervised by this individual. If
so, this obviously highlights an undesired point of friction.
Election officials need to be conscious of these kinds of power
dynamics and seek to neutralize them. One option would be
to only place supervisors on teams of people that they do not
directly supervise (such as temporary employees). Another
possible solution is to emphasize in training that all tally team
members have equal authority for the period of time in which
the tally is conducted.

“BFor images of these types of tally sheets in Alameda
and San Mateo, see the following images, respec-
tively: http://www.flickr.com/photos/joebeone/
2266221884/sizes/1/| and http://www.flickr.com/
photos/joebeone/2240342264/sizes/1/.

“This observation was based on San Mateo’s VVPAT tally
area which used 5 tally teams of 4 people each. San Mateo
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tally sheet template in which they had one staff
member fill out the candidate names and then print
copies for the tally team. To save time in terms of
person-hours, pre-filled printed tally sheets should
be made for all jurisdiction-wide races and then
races unique to a particular ballot style can be filled
in by hand.

Innovative uses of RFID technology: Fi-
nally, Alameda county exposed us to very innova-
tive uses of radio-frequency identification (RFID)
technologies in their chain-of-custody procedures.
Alameda applied RFID chips to the election me-
dia and the pollbook for each precinct. When
pollworkers returned precinct materials to drop-off
locations, an election staffer with a RFID reader
would read the RFID chips from within a sealed
security bag, without breaking the seal. This short-
ened the time needed to check the presence of
critical items drastically—from about 30 minutes
to less than 5—while preserving one link in the
chain of custody. While this use of RFID tech-
nology was not in the context of the manual tally,
it shows increasing promise in the use of RFID
chips for elections-related chain-of-custody. Given
the poor quality of current security seal technol-
ogyFEI we recommend that researchers combine the
inventory-tracking capability of RFID technology,
the tamper-evidence of sensitive security seals and
recent innovations in uncloneable RFIDs to pro-
vide the a type of security seal that can be read and
cryptographically verified quickly at a distance but
that will also “self-destruct” upon physical tamper-
ing, so that no forged replacement could be crafted.

5 Conclusion

We analyzed the manual tally process as used in a
number of California counties to design a generic
set of tally procedures that California counties can
use. In the process of iterating on the design of
procedures with San Mateo as well as observing
elections in San Mateo, Alameda and Marin Coun-
ties, we developed a number of improvements in

did photocopy the filled-out tally sheets once each tallier had
completed them so that they could be reused when the team
started a new VVPAT roll.

30Roger G. Johnston, Tamper-Indicating Seals. American
Scientist, 94 November 2006.

terms of security, transparency and efficiency. We
also discovered some issues outside the scope of
procedure design; for example, the challenges that
large counties face in meeting the 28 day canvass
deadline or how voting systems could better sup-
port manual tally audits. The current procedures
resulting from this work exist specifically for San
Mateo@ or in a generic form, designed for use by
any California county in improving their 1% man-
ual tally processFE] We have attempted to note in
the generic procedures where certain ideas are not
specific to California.
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